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MSHN Messenger
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hﬁ%%ﬁ El] Egﬁﬂﬂ 4 rusk conrrions ...... :

Windows 95, 98,
& ME, 2000, XP :
___________________ B .
Internet/network :
connecton

SO e

becomes propagation
launchpad

Block instant
Messengers

S

Drops copies using
interesting file names f-. -

|

.. __________________ . Spreads worm to
: F other contacts

Sends copies to .. Consumes network . Apply Trend Micro
online contacts bandwidth clean solution

Tricks users into thinking

13

Drops and displays

.................... .- thatthe received file b | Outbresk Prevertion Palicy
an image file i
is harrmless : (DPF) 144

blocks dropped files

Prayents users fram :

..................... ---  hearing sound prampts F-l MNetwork Viruswall Paktern

all antivirus Programs {mrp-} 10166
detects this worm

at the nebtwork layer

Lowers systam
volume levels to zero

Giwves the worm

Drops and executes | other malware

another malware file
functionalities : Cemage Cleanup Templats
T I TP — T— H DCT) 505
Employs Debugging tools : an{:eleratea the
anti-debuwgging L. --  may not be able to |- ceanup process
techniques debug this worm
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